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MoFvaFon	
  
•  ApplicaFons	
  such	
  as:	
  

–  Sensor	
  networks	
  
–  Network	
  Traffic	
  Analysis	
  
–  Financial	
  Fckers	
  
–  TransacFon	
  Log	
  Analysis	
  
–  Fraud	
  DetecFon	
  

•  Require:	
  
–  ConFnuous	
  processing	
  of	
  data	
  streams	
  
–  Real	
  Time	
  Fashion	
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MoFvaFon	
  

•  Store	
  and	
  process	
  is	
  not	
  feasible	
  
–  high-­‐speed	
  networks,	
  nanoseconds	
  to	
  handle	
  a	
  packet	
  
–  ISP	
  router:	
  gigabytes	
  of	
  headers	
  every	
  hour,…	
  

•  Data	
  Streaming:	
  
–  In	
  memory	
  
–  Bounded	
  resources	
  
–  Efficient	
  one-­‐pass	
  analysis	
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Main	
  Memory	
  

MoFvaFon	
  

•  DBMS	
  vs.	
  DSMS	
  

Disk	
  

1	
  Data	
  

Query	
  Processing	
  

3	
  Query	
  	
  
	
  	
  	
  results	
  

2	
  Query	
  

Main	
  Memory	
  

Query	
  Processing	
  

ConFnuous	
  
Query	
  	
  Data	
   Query	
  	
  

results	
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Database	
  vs.	
  Data	
  Streaming	
  

•  Problem:	
  
–  James	
  travels	
  by	
  car	
  from	
  A	
  to	
  B	
  
– Mark	
  is	
  worried,	
  he	
  wants	
  to	
  know	
  if	
  he	
  exceeds	
  
the	
  speed	
  limit	
  

•  How	
  will	
  a	
  “database”	
  and	
  “data	
  streaming”	
  
approach	
  this?	
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Database	
  vs.	
  Data	
  Streaming	
  

Start	
  Fme	
  
PosiFon	
  A	
  

End	
  Fme	
  
PosiFon	
  B	
  

   ​𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒(𝐴,𝐵)/𝐸𝑛𝑑  
𝑡𝑖𝑚𝑒  −𝑆𝑡𝑎𝑟𝑡  𝑇𝑖𝑚𝑒 	
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Database	
  vs.	
  Data	
  Streaming	
  

1. First	
  the	
  data,	
  then	
  
the	
  query	
  

2. Precise	
  result	
  
3. Need	
  to	
  store	
  
informaFon	
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Database	
  vs.	
  Data	
  Streaming	
  

1. First	
  the	
  query,	
  
then	
  the	
  data	
  

2. “ConFnuous”	
  result	
  
3. No	
  need	
  to	
  store	
  
informaFon	
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System	
  Model	
  

•  Data	
  Stream:	
  unbounded	
  sequence	
  of	
  tuples	
  
–  Example:	
  Call	
  DescripFon	
  Record	
  (CDR)	
  

Fme	
  

Field	
   Field	
  

Caller	
   text	
  

Callee	
   text	
  

Time	
  (secs)	
   int	
  

Price	
  (€)	
   double	
  

A	
   B	
   8:00	
   3	
   C	
   D	
   8:20	
   7	
   A	
   E	
   8:35	
   6	
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System	
  Model	
  

•  Operators:	
  

	
  
	
  

OP Stateless	
  
1	
  input	
  tuple	
  
1	
  output	
  tuple	
  

OP Stateful	
  
1+	
  input	
  tuple(s)	
  
1	
  output	
  tuple	
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Stateless	
  Operators	
  
	
  
	
  
Map:	
  transform	
  tuples	
  schema	
  
Example:	
  convert	
  price	
  €	
  à	
  $	
  
	
  
	
  
Filter:	
  discard	
  /	
  route	
  tuples	
  
Example:	
  route	
  depending	
  on	
  price	
  
	
  
	
  
Union:	
  merge	
  mulFple	
  streams	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  (sharing	
  the	
  same	
  schema)	
  
Example:	
  merge	
  CDRs	
  from	
  	
  

	
  	
  different	
  sources	
  

System	
  Model	
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Map 

Filter 

Union 

…
	
  

…
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Stateful	
  Operators	
  
	
  
Aggregate:	
  compute	
  aggregate	
  

	
  funcFons	
  (group-­‐by)	
  
Example:	
  compute	
  avg.	
  call	
  duraFon	
  
	
  
	
  
Equijoin:	
  match	
  tuples	
  from	
  2	
  streams	
  

	
  (equality	
  predicate)	
  
Example:	
  match	
  CDRs	
  with	
  same	
  price	
  
	
  
Cartesian	
  Product:	
  merge	
  tuples	
  from	
  

	
  2	
  streams	
  (arbitrary	
  predicate)	
  
Example:	
  match	
  CDRs	
  with	
  prices	
  in	
  the	
  

	
  	
  same	
  range	
  

System	
  Model	
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Equijoin 2	
  

Cartesian 
Product 2	
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System	
  Model	
  

•  Infinite	
  sequence	
  of	
  tuples	
  /	
  bounded	
  memory	
  
à	
  windows	
  

•  Example:	
  1	
  hour	
  windows	
  
	
  
	
   Fme	
  
[8:00,9:00)	
  

[8:20,9:20)	
  

[8:40,9:40)	
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System	
  Model	
  

•  Infinite	
  sequence	
  of	
  tuples	
  /	
  bounded	
  memory	
  
à	
  windows	
  

•  Example:	
  count	
  tuples	
  -­‐	
  1	
  hour	
  windows	
  
	
  
	
  

Fme	
  
[8:00,9:00)	
  

8:05	
   8:15	
   8:22	
   8:45	
   9:05	
  

Output:	
  4	
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[8:20,9:20)	
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ConFnuous	
  Query	
  Example	
  

•  Fraud	
  detecFon,	
  High	
  Mobility	
  
–  Spot	
  mobile	
  phone	
  whose	
  space	
  and	
  Fme	
  distance	
  between	
  two	
  

consecuFve	
  calls	
  is	
  suspicious	
  

Phone	
  X	
  
at	
  12:00	
  

Phone	
  X	
  
at	
  12:03	
  

CLONED	
  
NUMBER	
  !	
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High	
  Mobility	
  ConFnuous	
  Query	
  (1/2)	
  

Field	
  

Caller	
  

Callee	
  

Time	
  

DuraFon	
  

Price	
  

Caller_PosiFon	
  

Callee_PosiFon	
  

Input	
  Stream	
  
Map 

Remove	
  fields	
  
that	
  are	
  not	
  needed	
  

Field	
  

Caller	
  

Callee	
  

Time	
  

DuraFon	
  

Caller_PosiFon	
  

Callee_PosiFon	
  
Map 

Map 

Create	
  separate	
  	
  
tuple	
  for	
  caller	
  

Field	
  

Phone	
  number	
  

Start	
  Fme	
  

End	
  Fme	
  

PosiFon	
  

Field	
  

Phone	
  number	
  

Start	
  Fme	
  

End	
  Fme	
  

PosiFon	
  

Create	
  separate	
  	
  
tuple	
  for	
  callee	
  

Union 

Field	
  

Phone	
  number	
  

Start	
  Fme	
  

End	
  Fme	
  

PosiFon	
  

Merge	
  tuples	
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High	
  Mobility	
  ConFnuous	
  Query	
  (2/2)	
  

Union 

Field	
  

Phone	
  number	
  

Start	
  Fme	
  

End	
  Fme	
  

PosiFon	
  

Merge	
  tuples	
  

…	
   Aggregate 

For	
  each	
  consecuFve	
  pair	
  of	
  calls	
  
referring	
  to	
  the	
  same	
  number	
  
compute	
  speed	
  

Window	
  type:	
  tuple	
  based	
  
Window	
  size:	
  2	
  
Window	
  Advance:	
  1	
  

Field	
  

Phone	
  number	
  

Time	
  

Speed	
  

Filter 

Forward	
  tuples	
  with	
  speed	
  	
  
exceeding	
  a	
  given	
  threshold	
  

Field	
  

Phone	
  number	
  

Time	
  

Speed	
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Centralized	
  SPEs	
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Distributed	
  SPEs	
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Inter-­‐operator	
  parallelism	
  



Parallel	
  SPEs	
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…	
   …	
  

30/04/15	
  

Intra-­‐operator	
  parallelism	
  

Over-­‐provisioning	
  or	
  under-­‐provisioning?	
  



ElasFc	
  SPEs	
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…	
   …	
  

+	
   +	
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Scale	
  up	
  



ElasFc	
  SPEs	
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…	
   …	
  

-­‐	
   -­‐	
  
30/04/15	
  

Scale	
  down	
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Online	
  and	
  Scalable	
  Data	
  ValidaFon	
  in	
  Advanced	
  Metering	
  Infrastructures	
  

Demand/Response,	
  	
  
Real-­‐Fme	
  pricing,	
  	
  
Intrusion	
  DetecFon	
  

…	
  

Noisy	
  and	
  Lossy	
  data:	
  bad-­‐calibrated	
  /	
  faulty	
  
devices,	
  lossy	
  communicaFon,	
  malicious	
  users,	
  …	
  

How	
  can	
  we	
  validate	
  data	
  given	
  that…	
  
•  There	
  is	
  a	
  large	
  volume	
  of	
  con$nuous	
  data	
  

demanding	
  for	
  distributed	
  and	
  parallel	
  analysis	
  
•  ValidaFon	
  rules	
  depend	
  on	
  installaFon-­‐specific	
  

features	
  such	
  as	
  brands,	
  devices,	
  protocols,	
  …	
  
•  System	
  experts	
  should	
  define	
  installaFon-­‐

specific	
  validaFon	
  rules?	
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Why	
  Streaming-­‐based	
  data	
  ValidaFon?	
  

Expressive	
  

Online	
  

Parallel	
  &	
  
Distributed	
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Sample	
  Streaming-­‐based	
  Data	
  ValidaFon:	
  	
  
Interpolate	
  missing	
  consumpFon	
  values	
  

Expressive	
  

Online	
  

Field	
  

Device	
  

Time	
  

ConsumpFon	
  

Field	
  

Device	
  

Time1	
  
ConsumpFon1	
  
Time2	
  

ConsumpFon2	
  

Match	
  
consecuFve	
  
readings	
  from	
  
each	
  meter	
  

Aggregate 

Field	
  

Device	
  

Time1	
  
ConsumpFon1	
  
Time2	
  

ConsumpFon2	
  

Forward	
  if	
  Fme	
  
distance	
  exceeds	
  a	
  
certain	
  threshold	
  

Filter 

Field	
  

Device	
  

Time	
  

ConsumpFon	
  

Interpolate	
  
missing	
  
values	
  

Map 
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Sample	
  Streaming-­‐based	
  Data	
  ValidaFon:	
  	
  
Interpolate	
  missing	
  consumpFon	
  values	
  

Expressive	
  

Online	
  

Parallel	
  &	
  
Distributed	
  A F M

A F M

A F M

A F M

F 

M

A

A

A

F 

F 
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Why	
  METIS?	
  

Some	
  others	
  are	
  meant	
  
to	
  go	
  unnoFced	
  
(e.g.,	
  energy	
  theP)	
  

Some	
  apacks	
  are	
  meant	
  
to	
  be	
  detected	
  (e.g.,	
  DoS)	
  

How	
  can	
  we	
  detect	
  them	
  given	
  that…	
  
•  …	
  there	
  is	
  a	
  large	
  volume	
  of	
  con$nuous	
  data	
  

demanding	
  for	
  distributed	
  and	
  parallel	
  analysis	
  
•  …	
  Most	
  data	
  is	
  local	
  to	
  the	
  devices	
  
•  …	
  Such	
  apacks	
  are	
  not	
  documented	
  	
  
•  …	
  Each	
  AMI	
  relies	
  on	
  its	
  brands,	
  devices,	
  

protocols	
  (i.e.,	
  system	
  expert’s	
  knowledge	
  	
  
plays	
  a	
  key	
  role)	
  

Advanced	
  Metering	
  Infrastructures	
  (AMIs)	
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METIS	
  overview	
  

Energy	
  exfiltraFon	
  
apack!	
  

•  Distributed	
  	
  
analysis	
  

•  Leverage	
  expert’s	
  
knowledge	
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METIS	
  overview	
  

Energy	
  exfiltraFon	
  
apack!	
  

AMIs	
  evolve	
  slowly	
  and	
  have	
  limited	
  heterogeneity.	
  
Let’s	
  learn	
  which	
  messages	
  are	
  expected	
  and	
  which	
  are	
  not!	
  

What	
  influences	
  an	
  expected	
  message?	
  

...	
  

Let’s	
  use	
  a	
  Bayesian	
  Network!	
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METIS	
  overview	
  

Energy	
  exfiltraFon	
  
apack!	
  

Distributed	
  analysis!	
  
Leverage	
  expert’s	
  knowledge!	
  

Can	
  be	
  automaFcally	
  translated	
  to	
  a	
  
data	
  streaming	
  conFnuous	
  query!	
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METIS	
  overview	
  

Energy	
  exfiltraFon	
  
apack!	
  

We	
  can	
  idenFfy	
  suspicious	
  messages,	
  	
  
millions	
  of	
  messages	
  /	
  day	
  exchanged	
  by	
  devices…	
  

Distributed	
  analysis!	
  
Leverage	
  expert’s	
  knowledge!	
  

Number	
  of	
  alarms	
  
Number	
  of	
  days	
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METIS	
  overview	
  

Energy	
  exfiltraFon	
  
apack!	
  

•  Data	
  streaming	
  is	
  the	
  underlying	
  
processing	
  paradigm	
  à	
  Distributed	
  
analysis!	
  

•  IntuiFve	
  graphical	
  model	
  to	
  spot	
  suspicious	
  
events	
  àLeverage	
  expert’s	
  knowledge!	
  

•  Modular	
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An	
  overview	
  of	
  Data	
  Streaming	
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QuesFons?	
  



An	
  overview	
  of	
  Data	
  Streaming	
  

•  Something	
  to	
  read:	
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hpp://www.cambridge.org/se/academic/subjects/
engineering/communicaFons-­‐and-­‐signal-­‐processing/
fundamentals-­‐stream-­‐processing-­‐applicaFon-­‐design-­‐
systems-­‐and-­‐analyFcs	
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